UNIVERSITI MALAYSIA SABAH

LEARNING
WITH TECHNOLOGY

A STUDENT GUIDE

! Ty pinagpyroms
Pelijag
ey -
f

KENNETH FRANCIS RODRIGUES
FONG SOON FOOK




1
\,

S, “1(
2y 7
=) )
= ]
= N

& A\\

UNIVERSITI MALAYSIA SABAH

LEARNING WITH TECHNOLOGY: A STUDENT GUIDE

KENNETH FRANCIS RODRIGUES
FONG SOON F®O



This publication is made possible with the support of the Commonwealth of Learning, Canada.

Learning with TechnologyA Student Guidés made available under a Creative Commons Attribdtion
ShareAlike 4.0 Licence (internation&l)p://creativecommons.org/licences/bga/4.0

Pusat ePembelajaran miees no representatioilq express or implied, with regard to the accuracy of
information contained in this book. Users of the information in this book need to verify it on their own
before utilizing such information. Views expressed in this publicationtarget of the author(s) and

do not necessarily reflect the opinion or policy of Universiti Malaysia Sabah. Some diagrams were
beyond the control of the proof readers and ebook editors to amend. PuBatnebelajaran shall not

be responsible or liable for arspecial consequential, or exemplary problems or damages resulting in

gK2tS 2NJ LI NI FNBY GKS NBIFRSNRAa dzaS 2F3 2NJ NBf A

elSBND78967-156424-0

Authors:

Fong Soon Fook Kenneth Francis Rodrigues
Salmie Jemon @Suhaina  Md Sazali Md Salleh
Rosnitah Gumpar Mohd Safri Saiman
Salfarah Abdullah Awang Lamsari Saupi
Dexter Lee Jiunn Herng Norazzaleza Bt Bertly
Acknowledgements

This report would not have been possible without the valuable contributions of Rasid Mail (Deputy
Vice-Chancellor for Academic and International, UMS), Noor Hapipah Samat (DireDparftment

of Information Technology and Communicafipfawawi bin Tiyunin @ YUS (Chief Librarian UMS),
Liew Thor Sengglizabeth Malanjun, Mohd Zulfadhlee Abd Nasyinddnaleza bt Bertly, Anita Jamo

@ Rudy & Fadzil Jumah.

Published by:

Pusat ePembelajaran

Aras 5, Blok Selatan, Bangunan Canselori, Universiti Malaysia Sabah

Jalan UMS 88400 Kota Kinabalu, Sabah Malaysia

Tel: 088321121 Fax:088320126 http://oer.ums.edu.my Email: cel@ums.edu.my

E-Book Coordinator Fong Soon Fook
Layout Dexter Lee Jiunn Herng
Graphic Designer Norazzaleza Bt Bertly

Mohd Zulfadhlee Bin Abdul Nasyir
Proof Reader John Marks

Wendy Hiew
E-book Developer Danial Asrafi Yahya & Fong Soon Fook
System Administrator Salfarah Abdullah

First Edition 2019


http://creativecommons.org/licences/by-sa/4.0

Table of Contents

TaBIE OF CONLENES.....eeiiieiiiitee e e e e et e e e e s e e e e e e e e b e e e e e e e annnees i
LIST Of FIQUIES. ..ot e e et e e e e e e e e e e e e e e e e e e e e e e e annnrnneeeeeeaaan iii
LISE OF TADIES ... ittt e e e e s iii
P R A CE ...ttt e et e e e e e e e e e oo e e e e e e e e e — bbbttt bttt et e e ne e e e e eeeeaaes 1
FOREWORD..... ..ottt ettt e e e e e e e et e et ettt b e e e e e e aeeeeeebebba e e eaaaaeeeeees 2
CHAPTER 1: TR UNIVEISITY ...ttt e e e s r e e e e eeeees 3
1.1 Brief introduction t0 UMS..........oooiiiiiiiiiiie et 3
Y (o] DT PP PP PPPPPPP 3
1.3 IMIISSION .ttt 3
R O o [T ot 1YL= PP PP P PP PPPTP SRR 3.
108 S T o o o TP UPPPPPPTTTPPRY 4
/1T1t¢9w HY ¢KS ! yAASNRAALLQA.. . LG .. LY. F.NL.A.0NYz®B(G dzZNB
2.1  Brief overview of the IT INfraStrUCIULE. .........c.eviiiiiiii i 6
2.2 INrodUCHION t0 SIMIB........coitiiieiiiiie ettt e e 6
2.3 INrOodUCHION 10 VD ..ciiiiiiiiieiiee ettt e e e e e 7
2.4 Introduction to UMS WEeDMaIL..........c.uumiiiiiiiiieiecce e 8
2.5  Introduction to passwWord POICY...........ccooiiiiiiiiiii e e e e e e e e ¢
2.6 Introduction to the WAFI INtErNet SEIVICE..........ccviiiiiiiiieiiieie e 10
2.7 Introduction t0 SMART UMS ...ttt e e e e 11
2.8 SOftware iNSLAllAtIONL.........cooiiiiiiiiee e 12
CHAPTER 3: Blended LEAINUNG.........cuuiiiiiie ettt e st e e e e nnnnneeeae s 13
3.1 Introduction to blended I€arni@L...........cccuuuviiiiiiiiiiiiieiieeeeeeeee e, 13
3.2 ROIE Of the IEAIMEL...... i 16
3.3 Expectations from l€arMiNg..........uueiiiiiiiiiiiieee e 17
34 DOSF YR 5.2 008 i 17
3.5 Challenges to IMpPIEMENLALION.............uuuuiiiiiiiiiiiriieeeere e e e e e e e e e e e e e e e 18
K G I ©7o ] s [od 011 o] o N PSR RPPUPPPPPPPPPPPR 19
CHAPTER 4: SMart UMS ... ..ttt e e e e e e et et s e e e e e e e eeeennnes 20
4.1  Brief introduction t0 SMart UMS...........oooiiiiiiiiieeee e 20
4.2 A quick start guide to Smart UMS fOr STUENES.........ccuvviiiieeiiiiiiiieee e 20
CHAPTER 5: Open Educational RESOULCES..........ooiiiieiiiiiiieii et ee e e e e e e e e e e e e e e e e e e 21
5.1 INETOTUCTION ...ttt e e e e e e e e e e e e e e e e eeeeeeaan 21
5.2  Why should Students USBER?.........cooi i 21
5.3  Creative CommONS (CC) lICEBNSES........uuuiiiieeiiiiiiiiiee et e e 22



5.4  How to search for OER using a search engine?............cccccc oo, 24

5.4.1  Google Advanced SEarCh.............coooi i 25
5.4.2  Creative COMMONS SEANCKL........oiiiiiiiiiiiiiieie e 26
543  WIKIMEdia COMIMONS........uiiiiiiiiiiiiiiiiee e et e e e s s e s eeeeeas 26
5144 FICK...iiiieeie e 27
55  HOW O I CItE OERZ... ittt 27
5.5.1 How to cite YouTube videos using MiCrod3iord...........cccoevviiiiieeiiinniiiiiieeeeee 28
5.6  Selecting appropriate format and tO0IS...........cuuviiiiiiiiiiiii e 30
5.7 How to apply a Creative Commons license to YOUr remMiX..........cceeeveeriieereereeeeeeeenn. 30
5.8  AUMNDULING SOUICES......coi i e e e e e e e e e e e e e e e e aaaaaaaens 30
5.9 OER FEPOSIIONIES. ..cceeiiiiiiieiiee et e e e e et e e e e e e e e aaaaaaaaans 31
ST O B ©o] s (o1 U1 o] 4 F PO RO PSP PPPPPPPPPPPI 35
CHAPTER 6: Social Media fOr LEAIMING........cuuuuiiiiiiiieeeeeeaiiie e e e e e 36
6.1  TRE INLEINEL. ..o r e e e e r e e e e e s e e e e e s annbr e e e e e e eaan 36
6.2 Regulation of the INtEINEL..........uuiiiiiiiieeeeee e 36
6.3 SOCIAI MEAIA.......eeiiiiiiiie i 36
6.4  Social media fOr [ arniNgG ...........ueiiie i 38
6.5 Good practicesrad general EtQUELTE.............uvviiiiiiiiieiieee e 39
CHAPTER 7: UsSIing Library RESOULCES........c.oiviiiiiiieeiee et e e e e e e e 40
% R U Y IS I o] = oY U PPPRPPUPPPPRRP 40
2 V1= T o FO PP PO TPPPPPPPI 41
AR T /151 o] o PP U PP PP PPPPPPPPR 41
T4 PRIOSOPNY....ceei el 41
ST @ ] o] [=To3 1)Y= PP PP PRPRR 41
7.6 ClENE CRAITEL.... oottt e s e e e e e e e e 41
A 1Y, o ] 1 (o B TP PP TUPPRTTT PR 41
7.8  Types of library resources at UNBIary...........cccvvveieiiiiiiiienieeieeee e 41
7.9  Accessing UMS inStitutional rePOSIIOLY.........oouvrrrireeeiiiiiiiieee et e e 43
7.10  LiDrary WEDSITE.......ccci i e e e e e e e e e e e e e e e e e e e e e e e e e s e e s s e e see e s ennaaaneanees 44
7.11  Library WEDOPAC. ... ...ttt e e e e e e e e e e e e e e s e e aaanrenaee 45
2% 122 V1 011 o USRS 46



List of Figures

Figure 1: University logo. A: Unlabelled version B: Labelled version.........cccccccvvvvvevveeniennnnn 4
Figure 2: Introduction 10 SMPB...........cooiiiiii e e e e e e e e 6
Figure 3: INtrodUCHION T0 VDL.......oiiiiiiiiiiiie et e e e e e e e e 7
Figure 4: Introduction to UMS Webmail.............ooooiiiiiiiiii e 8
Figure 5: Password policy and reCommeNndatiQiS...........cuuvrerieeeiiiiniiiieee e esinneeee e 9
Figure 6: Introduction to the \AKi Internet service provided by UMS............occoiiiiiiiiiniiiiiienenn. 10
Figure 7: Introduction to the LIMS at UMS...........uuuiiiiiiiiiiieieiieee e 11
Figure 8: Software installation fIOWChArL................oooiiii e 12
Figure 9: Configuration of blended learning activities............ccccccveveeeee e, 14
CA3IdzNBE mnY 9EIYLX S& 2F G(GKS..&A0.dzRS.y.4.Q&..NRL.5B Ay
Figure 11: OER as part of the [earning ProCESS.........uuuiiiiiiiiiiiieie e 22
Figure 12: CraBe COMIMONS.......cciiiiie e e e et e e e e e e e e e e e e e eaaaaaaaaaaaaaaeas 23
Figure 13: Six Creative Commons licenses. Source: (Creative Commons,. n.d.)................... 24
Figure 14: Google Search Dar...........oooiiiiiiiiiii e 25
Figure 15: Settings tab 0N the reSUItS PAgE.........uuiiiiiiiiiiiiiiieieeeeee e, 25
FIGUIE 16: USAQJE MONES. .. .ueiiiiiiiiiiiiiiieee ettt e e et e e e e s s s e e e e e e s s e e e e e e e e nneees 25
Figurel7: Creative COMMONS SEAICKL.........uuiiiiiiiiiiiiiiieeeee e 26
Figure 18: Wikimedia COMMONS..........ccoiiiiiicii e e e e e e e e e e e e e e e e e e e e e s e e e s e e s s eaeaaaanns 26
FIGUIE 1O: FLCKE ...t et e e e e s st e e e e e e e eeaeeas 27
Figure 20: Citation from YOUTUDE........ceiiiiiiiiiieceee e 28
Figure 21: Inserting citations using MiCrosoft Ward..............ccccooiiiiieiiiiiiiiiiieeee e 28
Figure 22: AddiNG @ NEW SOULCE.......ciiiiiiiee e e e e e e e e e e e e e eeeaeaaaaaaaaas 29
Figure 23: ChoOoSING tYPE Of SOULCE.... ...ttt e e e e e e e e e e e e e e e e e e e e e e e s e e s e e eeanes 29
Figure 24: Filling iN the detailS..........cooiiiiiiiiie e 29
Figure 25: Services , facilities and annual activities offered at UMS Library, together with a list of
o] 7= Lo =SSP 42
Figure 26: Front page of the UMS IR WERSILE..........cooiiiiiiiiiiieie et 43
Figure 27: Online platform and social media tools utilised by UMS Library...........................44
Figure 28: Introduction t0 WEDOPAC.........oeiiiieee e 45
Figure 29: Introduction t0 TUIMNILINL. ..ot e e e e e e e e e e e e e e e e e e e e e e s e e e e 46

List of Tables

Table 1: Explanation of elements found in the University's 10g0..........cccooiiiiiiiieiiiiiiiiiieeeees 5

Table 2: List of videos in the quick start guide for students on Smart UMS, and their respective links
(o] 00T U U o= PSPPSR 20

Table 3: Creative Commons License usage CONUILIQNS .........oocuvriiiieeriiiiiiiiee et 23
Table 4: OER FEPOSITOMES.......ccci ittt e e e e e e e ee e e e e e aaaaeaaaeaaeesaeaassasaaa s s e nannnsnnnes 31

Table 5: Types of social media, brief descriptions and examples (adapted from Aichner and Jacaob,
pZ 0 ) OO PPRRSPPPPRRR 37

(@]
[day



PREFACE

The rapid evolution of technology has presented both teachers and students with a unique set of
advantages as well as challenges. The inability of individuals to adapt to technological developments
when confrated with a bewildering array of terminology and platforms can have serious legal and
social implications.

The student learning guide has been developed with the aim of addressing technological
developments iranarea of learning which has now been desigrbat Technology Enabled Learning
(TEL). The objective of this guide is to enable the usage of technology in order to enhance the teaching
and learning process within the context of the current laws and guidelines pertaining to the usage of
multi-media inMalaysia.

The guide commences with an introduction to théniversiti Malaysia Sabahearning
Management SystenUMSLMS)which is based on the Mood@pen sourcelatform. The UMS LMS
has been designated as SMART2UMS. Students have been provided viigisithanstructionssuch
as registration at the siteas well as more advanced instructions pertaining to the assessment tools
such as quiz and assignment.

The Department of Information Technology and Communication (JTMK) is responsible for the
managemenbf Internetresourcesat UMS. They offer a range of services for both staff and students
registered at UMSwhich include the Google Suite, Microsoft Office 3fatistical software package
SPSS and the inteniversityWi-Fiservice Eduroam. The procaas for the usage of thesend other
servicesare covered in this guide.

The UMSLibrary offers multiple services which can be accessed by staff, students and
registered UMS users. These include online databases whislide access to international, peer
reviewed journals, UMBheses, andsoftware for checking plagiarism in usggnerated content

Inappropriate etiquette when using social media platforms and multimedia can have serious
legal implications as well as social repercussionglSlWdomplies with he provisions of the
COMMUNICATIONS AND MULTIMEDIA ACT 1998 (AanBia®)th staff and students are obliged to
comply with the technical and legal requirements wheilisingcommunication platforms at UMS
The fundamental guidelinesre outlinedin the section on Social Media.

The Centrdor Elearning (PEP) is responsible for the management of the pedagogical aspects
of Technology Enabled Learning as well as the development ofivadtia and Open License Content
under the UMS Open Educational Resoar@@ER) repository. PEP is also actively engaged with both
lecturers and students as part of its initiative to foster TEL among the UMS community and bring them
up to par with their global peers.

We sincerely hope that this student learning guide will Heservice to you in your learning
journey at UMS.

Kenneth Francis Rodrigues
Fong Soon Fook
Editors
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Universiti Malaysia Sabah strives to be an innovative university of global standing and this student
learning guide supports the longrm vision and mission of UMS. This is in keeping with the Ministry
of Educatio® Higher Education Blueprint which translates into the UMS Key Result Areas as
delineated in the Strategic Plan.

| congratulate the collaborative fefrt made by theCente for Elearning, the UMS Library, the
Department of Information Technology and Communicati&md the authors from diverse faculties
and institutes who have contributed to the development of this important resource for our students.
UMS is grateful to the Commonwealth of Learning, which has been instrumental in the development
of this guide by providing generous technjcad well as financial support as part of its initiative to
promote Technology Enabled Learning at UMS.

The contemprary world is driven by technology which has pervaded all aspects of our daily
lives andeaching and learning are no exceptions. Lecturers and students are expecteddgriigant
of the recent advances in technology in teaching and learning and thenenan which these
advancements can be leveragedhioth social and economigettings. The majority of our students
are digital natives who were born into a technolediyven environment However technology
presentsthe user with a bewildering array of teinologies and platforms which can be misleading if
not interpreted within the right context. This guide will serve as a means to inform students of the
technical aspects of learning.

Technology comes with itewn social and ethical challengeand norcompliance with
nationaland international laws pertaining to copyrights can have serious consequiaréedividuals
and institutions. This guide highlights the precautions which users need to be aware of in order to
protect themselves as well as UMSfrom legal challenges which can come innpdorms such as
copyright violations, moral, ethical and culturabntraventions,as well as the usage of illegal
commercial platformssuch as those linked to online gambling and other detrimentehmercial
activities.

It is my sincere wish our students reference this guide during the period of their association
with UMS in the quest to advance themselvas futurerepresentatives of an elite, technologically
enabled workforc

ProfessorDatu Kamarudin D Mudin
ViceChancellor

Universiti Malaysia Sabah



CHAPTER The University

1.1 Briefintroduction to UMS

Universiti Malaysia Sabah (UMS) is a public higher learning institution in Malyistaproduces
human resources, experts and professionals in a variefielafs with the focus on qualityof the
graduatesthe teaching and learningrocess andthe administrative systeminspired by its vision to
be an innovative university of global standing, UMS strive achieve academic excellence and
international reognition through its concentration on learning and teaching, research and
publications, social services and balance in knowlesfialsation. The Universityalso prioritses
the personal growth of its students, and places great emphasis on innovatibpraductivity for the
benefit of society and the nation as a whole. UMS is committed to educational transformation to fulfil
the core aspirations outlined in the Malaysia Education Blueprint 20025 (Higher Education) in
preparingd K S v lyoiiith t8 thfri@ein an uncertain future.

As of 31 March 2019)MS serves over 17,000 undergraduatesstgraduatesand research
students through its threeampusedocatedin Kota Kinabalu, Labuan, and SandaKgre majority of
the students are enrolled in one df¢67 activeundergraduate programmes offered by thiaiversity.
These programmes are facilitated bgarly 900 active staficrossten faculties,andfour centres of
excellencewhich offer comprehensive coverage of all the pritei@cademiadisciplinesThere are
eight academic centres and institutes, each of them centres of excellence in their respective domains.

1.2 Vision
TheUniversitystrives to be an innovativeniversityof global standing.

1.3 Mission

The University strives to achieve academiexcellence and international recognition through its
attention towards learning, teaching, research, publications, social services, as well as a balance in
knowledgespecialisationThe personal growth of students is also prioritised, thus resulting atere
innovation and productivity for the benefit of the society and the nation as a whole.

1.4 Objectives
TheUy A @ S Nibjectivelsaiezas follows

1. To set standards of academic excellence in various chosen disciplines and to receive
international recogition for these achievements.

2. To explore and apply the said chosen disciplines effectively in order to enhance social and
national development.

3. To uphold academic autonomy and to maintain intellectual excellence ittineersity
community.

4. To produce spealised yet balanced, assertive, openinded, Goefearing and patriotic
graduates.



5. To organise teaching and research programmethefhighest quality and relevance for
the benefit of the society and the nation.

6. To enhance ties between universities, indiest, professional bodies, social organisations
and the government.

7. To nurture universal humanistic values and opeimdedness, coupled with a sense of
service and dedication among academicians, scholars, officials, and auxiliary staff in the
University toensure optimum productivity.

8. To contribute towards the dynamic soeg@onomic development of the nation.

9. To foster pride and prestige in theniversityas a progressive premierducational
institution.

1.5 Logo
Fgure 1 shows both a labelled and an unkdled version of théJniversitylogo:

A =

|
B
E—

Book
Nib of Pen Shield

The
Circle/Sphere

& v
N\ "ol 1l Rafflesia flower

\\SABA“\

Figurel: University logo. A: Unlabelled version B: Labelled version



The elements found inthe Y A @ S Ngo &ré églaneth Table 1

Tablel: Explanation oélements found in th&niversity'dogo.

Element Explanation

Shield Symbolises th&niversityas one entityderiving strength from unity of
effort and togetherness in supporting its vision.

Book Represents knowledge revealed to man by God as a sourcesatiect and
belief. It also represents an insatiable spirit of inquiry and an inquisitive,
analytical mind.

Nib of pen Implies accuracy and the importance of knowledge appreciation as well

symbolisinghe process by which ideas born in the mind aemsformed
into words on paper.

Rafflesia flower

SAIAYATASE GKS dzyAljdzS I G G MB2OAFIRDEAD

The
circle/sphere

Describes the universe which gave birth to the world. It also indicates th
what is to be imparted is the sum of alorldly knowledge.

Yellow (colour)

Symbolsesthe campus members, who are always cheerful, positive and
dynamic, just like the natural world, ever radiant under the sun.

Red (colour)

Symbolsesthe integrity, patience and resolve required of each memdie
the Universityin the face of obstacles to success and the achievement o
excellence.

Blue (colour)

Symbolsesa harmonious living and working environment, which reflects
bond of brotherand sisterhoodetween members of the campus
community.




CHAPTER@KS ! yAOSNEAGEeQa L¢ LYTFNI &

2.1 Briefoverviewof the ITinfrastructure

The! v A @ S NInflastrécfuee is handled by they A @ S Ddpdrtingni@gnformation Technology
and Communication (JTMK). Among the many sesvand facilities provided are licensguhline and
offline) software installationSMART UM@earning management syste(bMS), Integrated Student
Information System (SMPB), Virtual Desktop Infrastructure (VMjInternet access, as well as staff
and student email accounts via Google SuitA. copy of the! y A @S NKEmimiurdc&ian and
Information Technology (IT) policy is availablétib://www.ums.edu.my/jitmk/DICT

2.2 Introduction to SMPB
Figure 2shows a pictographiimtroducing studentgo the SMPB system.

HTTPS://SMP.UMS.EDU.MY

WHAT CAN YOU ACCESS AS
A STUDENT?

. WHAT IS
=]

SMPB? \, COURSES

* You can view your academic progress report, do
course registration/pre-registration within a
period of time.

\. EXAM

* You can view your examination results and print
examination slips.

NEED \. PERSONAL INFO
ASSISTANCE? * You can view and update your personal

information such as personal details, financial info,
etc.

. ACCOUNT STATEMENT

* You can view the summary of your account activity
in UMS.

(=] peatm]
\. RESEARCH PROGRESS REPORT

* For Postgraduate (Research) students, you can
submit your progress report and check your result
every semester.

Connected Campus
[Towards SMART ECO-UMS 4.0]

Figure2: Introduction to SMPB
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http://www.ums.edu.my/jtmk/DICT

2.3 Introduction to VDI
Figure 3shows a pictograpmtroducingthe VDIfacility available aUMS.

LIST OF EXISTING
SOFTWARE

] Office 365
VIRTUAL DESKTOP sossooe
INFRASTRUCTURE

Users can use apps and software without installation,

Users only need to login to use all available application and software
facilities

For any inquiry, please contact JTMK
® Email : helpdesk@ums.edu.my
@ whatsapp : 01093202234 or;
http://www.ums.edu.my/jtmk/support

Figure3: Introduction to VDI



2.4  Introduction to UMS Webmail
Figure 4shows a pictograpmtroducingthe UMS Webmail.

staff and student email powered by
Google Suite for Education.

~ Gmail UMS [V] Q
is the NEW

The use of services and apps provided by Google:
subject to the terms and conditions between you

and Google Suite for Education.
M a oo Web-based e-mal senvice
| Grel |
l. N, !
o | Gvogle Sites, |
with email address =3
(xxxxx@ums.edu.my) and Cring Dibi. |
STAFF password (WiFi password) L T AL
| Grcgle Ducs, uegle Steets, ard Gronghe Sl |
§ Woed Drocessor, a mu)x)sr«l:ul and a prosentation
. o o ogram respectively, all part of a e, web-based
with student email address BBE | prooram respaciiely. al part of & rse. wad-ased

(matric number@student.ums.edu.my
and password (noic or passport | _Code foms |
or wnPfi password). B I" SR R vy e oy o I

— For any enquiries or technical support, please contact
A= y enq pport, p —\

‘ 613100/ 3888 helpdesk@ums.edu.my

010 9329234(WhatsApp only) C@ e oy DU gan

Towards smart
ECO-UMS 4.0

Figure4: Introduction to UMS Webmall



2.5 Introduction topassword policy
Figure 5shows a pictograph otihe password policy and recommendations by JTMK.

© UMS PASSWORDS :

gg do's and don'ts

4
4

Do use at least 8 characters and a mixture of character types
(/etters, numbers, symbols) - This makes it harder for an automated
password-cracking program to try all of the possible combination.

Do set a password that is not the same as the user identification

Do remember to sign out once you have finished, or the next user
won't need a password because you're still logged in.

Ian @

Don't give your password to someone else - Your password is meant
to be a secret. If someone else knows it then they can pretend to be
you.

Don‘t use a word that you would fine in the dictionary or any personal
details about yourself - Because this can be more easily guessed by
cracking programs or people that know you.

Don'‘t write your password down somewhere that it could be found -
Because someone could find it!

Don'‘t allow the computer to remember your password - An impostor
could only need to know your username in order to get access, as the
system would automatically provide the password for them.

) Use something that is meaningless,
but still pronounceable
(e.g. n@w3nt3r)

Don’t worry about remembering password for sites that you won't use
very often (you could just use the ‘forgotten password’ link when you
want to log in)

FROM : JTMK,UMS

Figure5: Password policy and recommendations



2.6  Introduction tothe Wi-Fi Internetservice
Figure 6shows a pictograpmtroducing userso the WiFilnternet serviceprovided by UMS.

KEMUDAHAN WIFI
PELAJAR

wi 3D @

Sila hubungi 088-320000 sambungan 613100/3888
atau melalui aplikasi WhatsApp 010-9320234 untuk
pertanyaan.

Emel : helpdesk@ums.edu.my

Connected Campus Towards Smart ECO-UMS 4.0

Figure6: Introduction tothe Wi-Fi Internetserviceprovided by UMS
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2.7 Introductionto SMART UMS
SMART UMS is a learning management system (EigB8)e 7shows a pictograpmtroducing users
to the LMSat UMS.

Figure7: Introduction tothe LMSat UMS
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