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Abstract: - Blockchain technology has attracted the attention of the public owing to its numerous strengths such as 
security, faster transactions, reduced costs, anonymity and data integrity. The success of Bitcoin has led to the 
adoption of this blockchain technology in many areas such as financial market, IOT, supply chain, voting, medical 
treatment and storage. Faster transactions are attributed to smart contracts, which represent automated execution of 
transactions where terms of the transactions are entrenched in computer code that are  automatically fulfilled by the 
software upon acknowledgement of a particular input. A shared ledger contributes to cost savings since it operates 
without a trusted third party, hence eliminating intermediaries. Despite the success of the blockchain technology in 
the financial sector, there exists scanty information on how this technology can be utilized in delivering or securing 
learning materials so as to improve the quality of education materials delivered over the e-learning platforms. This 
research paper sought to develop a model based on the Funnel e-learning model that unraveled how the blockchain 
technology can boost quality of education and lifelong learning.  It is expected that the implementation of the 
developed model in learning institutions can help boost the quality of learning over the electronic learning platforms, 
which is in line with the sustainable development goals. 
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I. INTRODUCTION 
Education is not only a basic human right but also a key element of sustainable development. As such, it is the 
premise of the United Nations’ fourth Sustainable Development Goal that endeavors to ensure inclusive and 
equitable quality education and promote lifelong learning opportunities for all. Based on this, countries across the 
globe endeavor to provide quality education, which is characterized by factors such as teacher qualifications, 
duration students spend in school, student to teacher ratio, government budget on education and test scores (Rehaf, 
2019). Quality education involves learners, learning environments, content, process, and outcomes. To increase 
quality, teachers need to master instructional methods and be able to carry out proper student evaluation and 
assessment. It is also important that traditional lesson delivery styles be reformed to boost quality learning reflected 
in the improvement of students’ cognitive skills, beliefs, attitudes and knowledge levels. This is particularly crucial 
since parents regard educational outcome as the most significant measure of quality.  
 
As Elda and Mary (2014) points out, quality formative assessment tools, sufficient materials, appropriate curriculum 
and pedagogy, sufficient quality teachers, and sufficient time in class greatly contribute to quality education. Quality 
teaching includes effective design of curriculum and course content, soliciting and using feedback, and effective 
assessment of learning outcomes. Internet Society (2017) point out that the growth of the internet can greatly 
enhance the quality of education by facilitating access to a wealth of knowledge, information, educational resources, 
increasing opportunities for learning in and beyond the classroom. It also enables educational administrators 
minimize costs and enhance the quality of schools and colleges. This has seen innovations such as e-learning, Open 
educational resources (OER) and Massive Online Open Courses (MOOCs) crop up and have managed to bypass 
intellectual property constraints, making course materials available for students across the globe. In so doing, they 
have supplemented local educational resources, extending the range and quality of materials available to learners. 
Online education exists in many types including personal skills improvement, vocational training, language 
education, early childhood education, examination and certification training. Many universities have set up online 
learning platforms that offer online courses. More specifically, MOOCs represent high quality teaching programs 
and independent management systems. 
  



In their paper, Vaishali and Dayanand (2015) explain that e-learning involves the application of information 
technology in the teaching and learning process. It is the usage of computers or electronic devices such as mobile 
phones to provide training, educational or learning materials. There exist various e-learning models such as demand-
driven model, strategic e-learning model, e-learning acceptance model, instructional design model, e-learning life-
cycle model, and Laurillards conversational model. These models serve to describe areas where technology can play 
specific roles in supporting the learning process. A recent technology capable of disrupting online education system 
is the Blockchain, a data structure consisting of blocks of data arranged in some chronological order. Blockchain has 
salient features such as trustworthiness, decentralization, data sharing and security that has rendered this technology 
applicable in smart contracts (SC), digital currency, and credit card encryption (Carmen, 2018). Recently, the rise in 
Internet technology has led to online education, an area where blockchain technology can also be implemented to 
boost its quality. 
 
Our main contribution is the development of a novel extended Funnel model based on the blockchain technology to 
help alleviate e-learning quality problems. The rest of the paper is organized as follows: Section II, provides a 
review of the e-learning models while section III discusses the blockchain technology. Section IV to  VIII discusses 
on related work, research problem, research approach, methodology, results and discussion respectively. Section IX 
concludes the paper and gives future directions in this area. 
 

II. E-LEARNING MODELS 
A number of e-learning models that describe where technology plays a precise role in supporting learning have been 
developed and they include demand-driven model, strategic e-learning model, e-learning acceptance model, 
instructional design model, e-learning life-cycle model, and Laurillards conversational model (Vaishali and  
Dayanand , 2015)  as discussed in Table 1. 
 

Table 1: E-Learning Models Descriptions 

 



 
Despite the fact that e-learning offers a number of strengths such as reduced costs, ability to log or track learning 
activities, possibility of continuous monitoring and correction, global collaboration and connectivity among learners, 
and ability to personalize the training for each learner, this mode of learning faces a number of challenges as 
discussed in section VI. 

 

III. BLOCKCHAIN TECHNOLOGY 

The blockchain (BC) consist of a sequence of blocks holding a complete list of transaction records arranged in a 
chronological order, just like a conventional public ledger as shown in Figure 1 below (Lee, 2015). Each block 
points to the immediately previous block through a reference consisting of hash value of the previous block called 
parent block. 
 
 

 
Figure 1: Blockchain Structure 

Since the first block has no parent block, it becomes the genesis block. Figure 2 shows that each of these blocks is 
made up of the block header and the block body. The block header consists of the block version, parent block hash, 
Merkle tree root hash, timestamp, nBits and nonce. In the block header, parent block hash is a 256-bit hash value 
that points to the previous block, the block version indicates the set of block validation rules to be followed, Merkle 
tree root hash is the hash value of all the transactions in the block, timestamp is the present timestamp in seconds 
since 1970-01-01T00:00 UTC, nBits is the present hashing target in a compact format, while nonce is a 4-byte field 
that normally begins with 0 and is incremented for every hash calculation. 



 
Figure 2: Block Contents 

On the other hand, the block body is consists of a transaction counter and transactions and the highest number of 
transactions that a block can hold depends on the block size and the size of each transaction. In terms of 
cryptography, a digital signature based on asymmetric cryptography is utilized in untrustworthy environment to 
validate transactions as shown in Figure 3.  
 

 
Figure 3: Blockchain Digital Signature 

As shown in Figure 3, each user has a pair of private key and public key and the private key is used to sign the 
transactions. The digitally signed transactions can be accessed across the entire network using public keys visible to 
everyone in the network. Essentially, the digital signature is employed in two phases: the signing phase and the 
verification phase.  
 
When Tx wants to sign a transaction, a hash value derived from the transaction is first generated and encrypted using 
the private key. The  encrypted hash with the original data are then sent to another Rx who verifies the received 
transaction through the comparison between the decrypted hash (by using Tx’s public key) and the hash value 
derived from the received data by the same hash function as Tx’s. Normally, elliptic curve digital signature 
algorithm (ECDSA) is the digital signature algorithm employed in BCs. According to Zhenget al., (2018), BC has 
attractive features such as persistency, decentralization, immutability, trustworthiness, data sharing, security, 
anonymity and auditability as summarized in Table 2.  
 
This renders BC applicable in fields ranging from financial services, smart contracts, crypto-currency, reputation 
systems, public services, security services, risk management, internet of things (IoT) to public and social services.  
 
 
 
 
 
 



Table 2: Blockchain Technology Features & Significance 

 
 

In their study, Grech, A., & Camilleri (2017) point out that the strengths of BC include self-sovereignty, trust, 
transparency and provenance, immutability, disintermediation, and collaboration as illustrated in Table 3.  

 

Table 3: Blockchain Strengths 

 
There is a need to harness these strengths in an e-learning environment so that some of the challenges in the current 
online education platforms can be addressed as discussed in section VI. 
 

IV. RELATED WORK 

In their paper, Guanget al., (2018) investigated BC and its potential educational applications as well as the problems 
it could solve in this field. A study by Sharples and Domingue (2016) has also focused on how BC technology can 
be applied in education. In his paper, Carmen (2018), BC is proposed for proof of learning, management of 
credentials and transcripts, management of student records, management of reputation, and payments. Sony Global 
Education has implemented BC-based project to maintain and manage transcripts and high security data, such as 
learning history (Hoy, 2017). According to Skiba (2017), the author explains that some universities and institutes 
have applied BC technology in education to support academic degree management and summative evaluation for 
learning outcomes such as formulating transcripts. 

Regarding informal learning, BC can safely store information about research experience, skills, online learning 
experience as well as individual interests (Guang et al., 2018). The University of Nicosia employs this technology to 
manage students’ certificates received from MOOC platforms (Sharples and Domingue, 2016). The authors propose 
BC for the realization of knowledge currency, a kind of distributed storage of education data. Massachusetts 



Institute of Technology (MIT) and the Learning Machine company have cooperated to design a digital badge for 
online learning based on BC in which students receive certification which is stored on a BC network (Skiba, 2017). 
A study by Antonio et al., (2017) established that BC can prove the elements of a resume prepared by someone 
without storing the data in a center vulnerable to attacks or violations of its integrity, hence preventing the alteration 
of data scattered across a distributed system.  
 
Moiz et al., (2018) proposed a learner model for adaptable e-learning model based on the findings of a survey 
conducted to investigate the profiles and preferences of the local learners. This model was shown to have a 
significant impact on the performance of students. Aithal and Shubhrajyotsna(2017) presented an Ideal Education 
System model by considering its various characteristics under Input conditions, Systems requirements, Output 
conditions and Environmental and social conditions. That authors claimed their model could prepare students for the 
working world and prepare them to become empowered to transform the working world to better suit the needs of 
the people. In ideal Education system, students take exams any time, any number of times and results are declared 
immediately and it therefore satisfies its students’ intellectual needs. Kennedy et al., (2017) presented a model for 
evaluating Learning Management System (LMS) assisted e-learning through reviewing existing e-learning 
frameworks and models for quality evaluation. However, this model was not evaluated.  
 

V. RESEARCH PROBLEM 
The current e-learning systems face a number of challenges such as course development, purchase, student record 
keeping, credentials verification, intellectual property protection and poor student experience, all of which reduces 
the quality of education offered in these platforms. Despite the fact that the blockchain technology can help address 
some of these problems, no model has been developed to demonstrate how this technology can blend with e-learning 
to improve the quality of education. 
 

VI. RESEARCH APPROACH  
To boost the quality of e-learning based education, there is need for the learning process and results to be trustable, 
which necessitate the development of a distributed and trustable data storage method that discloses all learning data 
to the public, records students’ learning process, and ensure student data security. Due to the lifelong nature of 
current education, the transcript should also not be closed archive but a continuous record of achievements to which 
teachers, tutors and other experts may add throughout a learner’s lifetime.  
 
BC can bind together these diverse credential records (blocks) into a chronological order (chain). For the learning 
institutions, this is a way of minimizing administrative costs and bureaucratic procedures while boosting security in 
the maintenance of student records. BC technology has the potential to solve e-learning problems such as lack of 
recognition, data insecurity and poor certification. This is significant in that personal encrypted credentials facilitates 
the shaping of lifelong learning pathways and personalizes education based on individual values and requirements. 
In addition, it permits the permanent documentation of both formal and informal learning based on transversal 
competencies, adjustable across the economic sector and responsive to situational needs. Table 4 gives a summary 
of the e-learning challenges as well as what this research paper proposes as the possible solution. 

  

Table 4: E-learning Challenges and Proposed Solutions 

 



 

A review of related work in e-learning models and frameworks for quality has shown that there are a number of 
factors not accounted for by the existing frameworks and models of e-learning. In this paper, a model that 
encompasses all stages in the e-learning process is proposed. This model will help address challenges of e-learning 
technology such as course credibility, credit and certificate certification, student privacy, and course sharing. This 
will involve the usage of blockchain technology to store learning records in a trusted and distributed manner, 
provide credible digital certificates, realize efficiency in learning resource sharing with smart contract (SC), and 
protect intellectual property through data encryption. To effectively achieve ESD, there is need   for learners to 
collect competencies and achievements garnered lifelong in an environment that is secure, transparent, and 
permanent with direct user access. Blockchain and smart contracts can greatly help facilitate these requirements. 

 
VII. METHODOLOGY 

This paper adopted a positivist research philosophy and used descriptive design to achieve its objectives. The 
issuance of a BC secured educational credentials will involve five sequential phases as shown in Figure 4. The 
process begins by the creation of a digital file containing some basic information such as the name of the university 
and student, issue date and the credential. The second step is the cryptographic signing of the certificate content by 
the university, using a private key accessible only to the university. 
 

 
Figure 4: Issuing a Blockchain Secured Certificate 



During the third phase, the university appends that signature to the certificate itself. The fourth step involves the 
university creating a cryptographic hash of the credential file that is used to validate the integrity of the content of 
the certificate. Lastly, the university employs its private key again to create a record on the BC that states it issued a 
certain certificate to a certain student on a certain date. 
 
A review of the various e-learning models revealed that the Funnel model is superior and hence is the model that 
this paper extended. It is designed to solve the mismatches between curriculum design of E-learning and its delivery 
while the models have either focused only on usability, pedagogy or on technology. For instance, TAM and Theory-
Based Models do not have governance and finance, materials development and instructional design which are key in 
any educational endeavor. It is flexible, adaptable, and applicable to all institutions and to all concepts since it is 
requirement driven. In its original form, the Funnel model appears as shown in Figure 5. This required that teaching 
and learning materials be put in place and delivery mode designed.  
 

 
Figure 5: Funnel Model for E-learning Implementation 

As shown in Figure 5, the model consists of three coordinated components necessary for the establishment of 
demand based E-learning system: materials development and instructional design; role of governance and finance; 
and as well as functions and responsibilities of technology and delivery.  
 
In this model, technology is a tool for conveying content to the learners which means that the technological design 
can be either synchronous or asynchronous. To ensure that technology matches instructional design of the teaching 
materials, this model pays attention to usability and availability of technology. Since sustainability of any system 
depends on its management, the model incorporates administration in form of governance and finance. This model 
will be extended by use of BC technology as shown in Figure 6. As shown in this figure, the BC technology was 
hypothesized to have influence on e-learning technology and delivery. The BC technology features that were 
hypothesized to influence materials development and instructional design included direct user access, traceability 
and immutability. These three characteristics were thought to facilitate nine (9) e-learning activities including course 
sharing, course purchase, peer to peer networking, ranking of tutors, single sign on, learner motivation, 
constructivism instructions, research supervision, and program fragmentation.  
 
On the other hand, BC features such as direct user access, transparency, immutability, credibility, reliability, 
traceability, trustworthy, authenticity and integrity were thought to facilitate proof of learning, credential and 
transmit management, students record management, reputation management, learning outcomes evaluation, 
verification of credentials, tuition payment and intellectual property (IP) protection. All these eight (8) activities 
were hypothesized to influence e-learning governance and finance. 



 
Figure 6: Proposed Extended Funnel Model for e-learning Implementation 

The e-learning quality evaluation was carried out using E-learning Quality evaluation framework (EQF) which bases 
its evaluation on seven factors: faculty support factors, technological factors, student support factors, institutional 
factors, pedagogical factors, instructional design factors and course evaluation factors as shown in Figure 7. 
 

 
Figure 7: E-learning Quality Framework 

For model evaluation, two levels of validation were carried out. The first one took BC technology (BCT) as the 
latent variable while its features (direct user access-DUA, traceability-TRC, Immutability-IMM, Transparency-TRP, 
credibility-CRB, Reliability-RLB Trustworthy-TWT, Authenticity-ATC, Integrity-INT) as constructs as shown in 
Figure 8. The second validation had two latent variables: materials development and instruction design (MDID); and 
governance and finance (GF) as shown in Figure 9. The predictors for MDID included Course sharing-CSR, Course 
purchase-CPE, Peer to peer networking-P2P, Ranking of tutors-ROT, Single sign on-SSO, Learner motivation-
LMT, Constructivism instructions-CIN, Research supervision-RSP, and Program Fragmentation-PFR.   



 
Figure 8: Blockchain Hypothesized Predictors 

The predictors of GF included Proof of learning-PLN, Credentials and transcript management-CTM, Students 
records management-RMG, Reputation management-RPM, Learning outcomes management-LOM, Verification of 
credentials-VOC, Tuition payment-TPT, and IP protection-IPP. 

 

Figure 9: MDID and GF Predictors 



The items used in the extended funnel model of e-learning implementation are briefly explained in Table 5. Some of 
these items were based on the E-learning Quality evaluation framework (EQF) while others were derived from the 
blockchain characteristics. 
 

Table 5: E-Learning Quality Factors 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 

 

 

 

 

 

 

 

 

The validity of the model constructs was assessed using empirical data obtained from Kenyatta University, Kenya. 
Confirmatory factor analysis was used to evaluate convergent validity, internal reliability and model fit. Specifically, 
the model fit was established using structured equation modeling (SEM) through Lisrel software.  The internal 
consistency reliability was measured using Cronbach’s alpha. 
 

 

 



VIII. RESULTS AND DISCUSSION 
The first part of the analysis was confirmatory factor analysis, whose results indicated that all reliability coefficients 
were higher than 0.7 as shown in Table 6. As such the questionnaire items had good internal consistency.  
 

Table 6: Reliability Coefficients 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Regarding convergent validity the research constructs, some of the, loaded higher that the threshold value of 0.5 
while others loaded below this value as shown in Figure 10.  
 

 

 

 



 
Figure 10: Model SEM Results 

Items that loaded higher than 0.5 indicated that they were good measures of BCT, MDID and GF constructs and as 
such, they provided good convergent validity. Considering blockchain technology, TRC, TRP, RLB, ATC and INT 
had 1.00, 1.00, 0.99, 0.99 and 1.00 loadings respectively. As such, traceability, transparency, reliability, authenticity 
and integrity were the most significant features of the blockchain technology in e-learning. The other features 
including direct user access, immutability, credibility and trustworthy had loadings of 0.27, 0.26, 0.10 and 0.10 
respectively. Although they had positive correlation coefficients, their values were below the threshold of 0.5 and 
were therefore dropped from the final model. 
 
On the part of materials development and instructional design, CPE, ROT, LMT, RSP and PFR had loadings of 
1.01, 1.00, 1.00, 0.99 and 0.98 respectively which were all above 0.5. Consequently, course purchase, ranking of 
tutors, learner motivation, research supervision and program fragmentation were regarded as significant activities 
that blockchain technology can help facilitate in e-learning materials development and instructional design. The 
other items including course sharing, peer to peer networking, single sign on and Constructivism instructions had 
loadings of 0.21, 0.16, 0.18, 0.18 respectively and although they had positive correlations coefficients, they were 
below the 0.5 threshold and were eliminated from the final model.  
 



Regarding e-learning governance and finance, PLN, RMG, LOM and TPT had loadings of 0.77, 0.65, 0.72 and 0.71 
respectively. As such, proof of learning, students records management, learning outcomes management and Tuition 
payment were the most crucial areas where blockchain could be applied in e-learning governance and finance. The 
rest of the items such as credentials and transcript management, reputation management, verification of credentials 
and IP protection loaded at 0.34, 0.37, 0.44 and 0.36 respectively. Although they had positive correlation 
coefficients, their values were below 0.5 and were therefore not included in the final model shown in Figure 11. 

 
Figure 11: Attuned Extended Funnel Model for e-learning Implementation 

 
Based on the results of this research, the blockchain features that are most applicable in e-learning environment 
include traceability, transparency, reliability, authenticity and integrity. Course purchase, ranking of tutors, learner 
motivation, research supervision and program fragmentation were found to positively impact e-learning materials 
development and instruction design.  On the other hand, proof of learning, students records management, learning 
outcomes evaluation and tuition payment were established to be crucial in e-learning governance and finance. 
 

IX. CONCLUSION AND FUTURE WORK 
This paper sought to develop an e-learning model based on the blockchain technology. The literature review that 
was carried revealed a number of challenges with the current e-learning systems. The review also led to the 
identification of salient features of the blockchnain technology that were used to extend the funnel e-learning model. 
Using structured equation modeling, some of the items that were originally hypothesized in the model were 
eliminated to arrive at the final attuned model. The developed model will be significant for learning institutions in 
the process of implementing or considering implementing e-learning. It gives insights on the areas where blockchain 
technology can leverage the e-learning systems as well as the salient features applicable in these areas. Future work 
in this area lies in the application of blockchain technology in extending and modeling other e-learning models that 
were elaborated in this study. 
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